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1 ONCALL API AND EVENT URL DOCUMENT 

I. API  

1. GET ACCESS TOKEN API 

1.1 USE USER/PASSWORD OF TENANT 

- The application scope of access token: Tenant. 

- URL: http://118.68.169.39:8899/api/account/credentials/verify 

- Content-Type: application/json 

- Method: POST 

- Input: 

Param name Data type Required Description 

name String Yes The name of the tenant user 

password String Yes Password for tenant user 

- Example: 

 
- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

access_token String Token for tenant 

expires Integer Time interval for access token 

expiration, in seconds 

api_version String API version number 

role String User type 

name String The name of the tenant 

id Integer The user id of the tenant user 

- Example: 

 
- Output: In case has an error (Status: 400 Bad Request) 

Param name Data type Description 

err_code String Error code 

msg String Description of error 

http://118.68.169.39:8899/api/account/credentials/verify
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- Example: 

 

1.2 USE EXTENSION NUMBER / PASSWORD OF EXTENSION 

- The application scope of access token: Extension. 

- URL: http://118.68.169.39:8899/api/account/extension/sip/verify 

- Content-Type: application/json 

- Method: POST 

- Input: 

Param name Data type Required Description 

extension_number String Yes Extension number 

sip_password String Yes SIP password of extension 

domain String Yes Tenant’s domain 

- Example: 

 
- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

access_token String Token for extension number 

extension_number String Extension number 

extension_password String SIP password of extension 

indept_password String The “web access password” of 

extension 

domain String Tenant’s domain 

expires Integer Time interval for access token 

expiration, in seconds 

api_version String API version number 

role String User type 

name String Extension number 

id Integer ID of extension number 

transports Array Protocol / Port of extension number 

- Example: 

http://118.68.169.39:8899/api/account/extension/sip/verify
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- Output: In case has an error (Status: 400 Bad Request) 

Param name Data type Description 

err_code String Error code 

msg String Description of error 

- Example: 

 

1.3 USE EXTENSION NUMBER / WEB PASSWORD OF EXTENSION 

- The application scope of access token: Extension. 

- URL: http://118.68.169.39:8899/api/account/extension/web/verify 

- Content-Type: application/json 

- Method: POST 

- Input: 

Param name Data type Required Description 

extension_number String Yes Extension number 

web_password String Yes 
The “web access password” of 

extension 

domain String Yes Tenant’s domain 

- Example: 

http://118.68.169.39:8899/api/account/extension/web/verify
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- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

access_token String Token for extension number 

extension_number String Extension number 

extension_password String SIP password of extension 

indept_password String The “web access password” of 

extension 

domain String Tenant’s domain 

expires Integer Time interval for access token 

expiration, in seconds 

api_version String API version number 

role String User type 

name String Extension number 

id Integer ID of extension number 

transports Array Protocol / Port of extension number 

- Example: 

 
- Output: In case has an error (Status: 400 Bad Request) 

Param name Data type Description 

err_code String Error code 

msg String Description of error 
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- Example: 

 

2. GET THE INFORMATION OF EXTENSION API: 

2.1 LIST EXTENSION GROUPS 

- Use access token at Section 1.1 to call API. 

- URL: http://118.68.169.39:8899/api/extensions/group/list 

- Content-Type: application/json 

- Method: GET 

- Input: 

Param name Data type Required Description 

access_token String Yes Token to be passed as a header 

pagination Integer Yes The pagination of paging 

pagesize Integer No The size of paging 

- Example: 

 
- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

pagination Integer The pagination of paging 

pagesize Integer The size of paging 

sort_by String Sort the records 

count Integer Count the returned records 

groups Array Information of extension group: 

-id: extension group unique ID 

-group_name: name of extension 

group 

-members_count: the total number 

of members 

- Example: 

http://118.68.169.39:8899/api/extensions/group/list
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- Output: In case has an error (Status: 400 Bad Request) 

Tên tham số Kiểu dữ liệu Mô tả 

err_code String Error code 

msg String Description of error 

- Example: 

 

2.2 RETRIEVES THE PROPERTIES OF AN EXTENSION GROUP 

- Use access token at Section 1.1 to call API. 

- URL: http://118.68.169.39:8899/api/extensions/group/show 

- Content-Type: application/json 

- Method: GET 

- Input: 

Param name Data type Required Description 

access_token String Yes Token to be passed as a header 

id Integer Yes Extension group ID 

- Example: 

 
- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

id Integer Extension group ID 

group_name String Name of extension group 

group_description String Description for extension group 

http://118.68.169.39:8899/api/extensions/group/show
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enable_management_console_access Boolean Indicates if extension group 

members are allowed to access the 

Portal 

enable_call_cross_group Boolean Indicates if extension group 

members are allowed to call 

internal 

enable_intercom Boolean Indicates if extension group 

members are allowed for intercom 

enable_external_call Boolean Indicates if extension group 

members are allowed to call 

external numbers 

members Array Information of extension group: 

-id: ID of extension 

-extension_number: extension 

number 

-first_name: first name of 

extension user 

-last_name: last name of 

extension user 

- Example: 

 
- Output: In case has an error (Status: 400 Bad Request) 
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Tên tham số Kiểu dữ liệu Mô tả 

err_code String Error code 

msg String Description of error 

- Example: 

 

2.3 LIST A COLLECTION OF EXTENSION 

- Use access token at Section 1.1 to call API. 

- URL: http://118.68.169.39:8899/api/extensions/list 

- Content-Type: application/json 

- Method: GET 

- Input: 

Param name Data type Required Description 

access_token String Yes Token to be passed as a header 

pagination Integer Yes The pagination of paging 

pagesize Integer No The size of paging 

- Example: 

 
- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

pagination Integer The pagination of paging 

pagesize Integer The size of paging 

sort_by String Sort the records 

count Integer Count the returned records 

extensions Array Information of extension: 

-id: id of the extension 

-extension_number: extension 

number 

-first_name: first name of extension 

user 

-last_name: last name of extension 

user 

-email: email of extension user 

-status: status of extension 

-user_agent: user agent of extension 

http://118.68.169.39:8899/api/extensions/list
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- Example: 

 
- Output: In case has an error (Status: 400 Bad Request) 

Param name Data type Description 

err_code String Error code 

msg String Description of error 

- Example: 

 

2.4 RETRIEVES THE SETTINGS OF AN EXTENSION 

- Use access token at Section 1.2 or 1.3 to call API and get ID of extension. 

- URL: http://118.68.169.39:8899/api/extensions/show 

- Content-Type: application/json 

- Method: GET 

- Input: 

Param name Data type Required Description 

access_token String Yes Token to be passed as a header 

id Integer Yes The ID of the extension 

http://118.68.169.39:8899/api/extensions/show
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- Example: 

 
- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

id Integer The ID of the extension 

extension_number String Extension number 

password String Extension SIP password 

web_access_password String The “web access password” of 

extension 

profile Array The profile of extension 

belong_groups Array The extension group 

options Array The information of configuration, 

restriction and access for the 

extension 

forward_rules Array The configuration of call 

forwarding rules for the extension 

voice_mail Array The configuration of extension’s 

voice mail 

office_hours Array The configuration of the office 

hours scheduling 

blfs Array The configuration of the BLF 

lights 

- Example: 
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- Output: In case has an error (Status: 400 Bad Request) 

Param name Data type Description 

err_code String Error code 

msg String Description of error 

- Example: 

 

2.5 SHOW THE CURRENT QUOTA OF EXTENSION 

- Use access token at Section 1.2 or 1.3 to call API and get ID of extension. 

- URL: http://118.68.169.39:8899/api/billing/show 

- Content-Type: application/json 

- Method: GET 

- Input: 

Param name Data type Required Description 

access_token String Yes Token to be passed as a header 

id Integer Yes The extension ID 

http://118.68.169.39:8899/api/billing/show
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- Example: 

 
- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

id Integer The extension entry ID 

billing String The current quota of extension 

currency String The currency 

 

- Example: 

 
- Output: In case has an error (Status: 400 Bad Request) 

Param name Data type Description 

err_code String Error code 

msg String Description of error 

- Example: 

 

3. MAKE CALL BY EXTENSION API 

3.1 MAKE CALL BY EXTENSION 

- URL: http://118.68.169.39:8899/api/extensions/call 

- Content-Type: application/json 

- Method: POST 

- Input: 

Param name Data type Required Description 

src String Yes 
Extension number uses to make 

call 

to String Yes The called number 

domain String Yes 
Domain tenant of extension 

number 

extension String Yes 
Extension number is used to 

authenticate for this call (it can be 

http://118.68.169.39:8899/api/extensions/call
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the same src parameter or not, but 

required the same tenant) 

auth String Yes 
Web Access Password of 

extension parameter 

- Example: 

 

4. GET THE INFORMATION OF RECORDING FILE API 

4.1 RETRIEVE A COLLECTION OF CALL RECORD ENTRY 

- Use access token at Section 1.1 to call API. 

- URL: http://118.68.169.39:8899/api/recordfiles/extension/list 

- Content-Type: application/json 

- Method: GET 

- Input: 

Param name Data type Required Description 

access_token String Yes Token to be passed as a header 

pagination Integer Yes The pagination of paging 

pagesize Integer No The size of paging 

start_time String No Time on which the call is started 

end_time String No 
Time on which the call is ended 

(use it if start_time is used) 

extension String No Extension number 

- Example: 

 
- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

pagination Integer The pagination of paging 

pagesize Integer The size of paging 

sort_by String Sort the records 

count Integer Count the returned records 

records Array The information of recording file: 

-id: the unique ID 

-filename: filename of call record 

-filepath: file download path of call 

record. Use  

http://file.oncall.vn/$filepath to 

download file 

http://118.68.169.39:8899/api/recordfiles/extension/list
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-caller: caller who started the call 

-callee: callee who answered the call 

-start_time: time on which the call is 

started 

-end_time: time on which the call is 

ended 

-duration: the talk duration of the 

call record, in seconds 

-status: status of the call record 

- Example: 

 
- Output: In case has an error (Status: 400 Bad Request) 

Param name Data type Description 

err_code String Error code 

msg String Description of error 

- Example: 
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5. GET THE INFORMATION OF THE CALL HISTORY API 

5.1 RETRIEVE A COLLECTION OF CALL HISTORY ENTRY 

- Use access token at Section 1.1 to call API. 

- URL: http://118.68.169.39:8899/api/call_logs/list 

- Content-Type: application/json 

- Method: GET 

- Input: 

Param name Data type Required Description 

access_token String Yes Token to be passed as a header 

pagination Integer Yes The pagination of paging 

pagesize Integer No The size of paging 

start_time String No Time on which the call is started 

end_time String Không 
Time on which the call is ended 

(use it if start_time is used) 

extension String Không Extension number 

- Example: 

 
- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

pagination Integer The pagination of paging 

pagesize Integer The size of paging 

sort_by String Sort the records 

details Array The information of call history entry: 

-id: the call history entry ID 

-caller: caller who started the call 

-callee: callee who answered the call 

-start_time: time on which the call is 

started 

-answer_time: time on which the call 

is answered 

-ringing_time: time on which the 

call is ringing 

-duration: the talk duration of the 

call detail, in seconds 

http://118.68.169.39:8899/api/call_logs/list
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-ring_duration: time on which the 

call is ringing 

-talk_duration: the talk duration of 

the call detail, in seconds 

-direction: direction of the call detail 

-end_reason: end reason of the call 

detail 

-status: status of the call detail 

-outcid: outbound caller ID of the 

call detail 

-didcid: DID / CID of the call detail 

-call_cost: cost of call 

- Example: 

 
- Output: In case has an error (Status: 400 Bad Request) 

Param name Data type Description 

err_code String Error code 

msg String Description of error 

- Example: 
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5.2 RETRIEVE CALL HISTORY ENTRY 

- Use access token at Section 1.1 to call API. 

- URL: http://118.68.169.39:8899/api/call_logs/show 

- Content-Type: application/json 

- Method: GET 

- Input: 

Param name Data type Required Description 

access_token String Yes 
Token to be passed as a 

header 

id Integer Yes The call history entry ID 

- Example: 

 
- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

count Integer Count the returned record 

id Integer The call history entry ID 

targets Array The information of call history entry: 

-destination: extension number of 

callee 

-add_time: time on which the callee 

is called 

-answer_time: time on which the call 

is answered 

-end_time: time on which the call is 

ended 

-ringing_time: time on which the 

call is ringing 

-fail_code: failure code in case the 

call failed 

-related_callid: related called 

-ring_duration: the ring duration of 

the call target, in seconds 

http://118.68.169.39:8899/api/call_logs/show
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-talk_duration: the talk duration of 

the call target, in seconds 

-direction: direction of the call target 

-end_reason: end reason of the call 

target 

-status: status of the call target 

-target_cost: cost of the call target 

-rating: the rating of the call target 

- Example: 

 
- Output: In case has an error (Status: 400 Bad Request) 

Param name Data type Description 

err_code String Error code 

msg String Description of error 

- Example: 
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6. GET THE INFORMATION OF CALL QUEUE API 

6.1 RETRIEVE A COLLECTION OF CALL QUEUES 

- Use access token at Section 1.1 to call API. 

- URL: http://118.68.169.39:8899/api/call_queues/list 

- Content-Type: application/json 

- Method: GET 

- Input: 

Param name Data type Required Description 

access_token String Yes Token to be passed as a header 

pagination Integer Yes The pagination of paging 

pagesize Integer No The size of paging 

- Example: 

 
- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

pagination Integer The pagination of paging 

pagesize Integer The size of paging 

sort_by String Sort the records 

count Integer Count the returned record 

queues Array The information of Call Queue: 

-id: the ID of the call queue 

-extension_number: call queue’s 

extension number 

-name: call queue’s name 

-polling_strategy: polling strategy of 

Call Queue 

- Example: 

http://118.68.169.39:8899/api/call_queues/list
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- Output: In case has an error (Status: 400 Bad Request) 

Param name Data type Description 

err_code String Error code 

msg String Description of error 

- Example: 

 

6.2 RETRIEVE CALL QUEUE 

- Use access token at Section 1.1 to call API. 

- URL: http://118.68.169.39:8899/api/call_queues/show 

- Content-Type: application/json 

- Method: GET 

- Input: 

Param name Data type Required Description 

access_token String Yes Token to be passed as a header 

id Integer Yes 
The call queue’s ID, get from 

Section 5.1 

http://118.68.169.39:8899/api/call_queues/show
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- Example: 

 
- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

id Integer The call queue’s ID 

name String Call queue’s name 

outbound_caller_id String Call queue’s outbound caller ID 

extension_number String Call queue’s extension number 

ring_time Integer Duration that each extension will 

ring, in seconds 

polling_strategy String Polling strategy of Call queue 

max_callers Integer The maximum number of callers 

allowed in queue 

moh_fileid String Music on hold file ID 

members Array Information of Call queue’s members 

- Example: 

 
- Output: In case has an error (Status: 400 Bad Request) 
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Param name Data type Description 

err_code String Error code 

msg String Description of error 

- Example: 

 
6.3 RETRIEVE A COLLECTION OF CALL WAIT QUEUES 

- Use access token at Section 1.1 to call API. 

- URL: http://118.68.169.39:8899/api/call_queues/wait/list 

- Content-Type: application/json 

- Method: GET 

- Input: 

Param name Data type Required Description 

access_token String Yes Token to be passed as a header 

id Integer Yes 
The call queue’s ID, get from 

Section 5.1 

- Example: 

 
- Output: In case successful (Status: 200 OK) 

Param name Data type  Description 

count Integer Count the returned record 

wait_members Array The information of call wait queues: 

-display_name: caller who started 

the call 

-extension_number: caller who 

started the call 

-waittime: waiting time 

- Example: 

http://118.68.169.39:8899/api/call_queues/wait/list
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- Output: In case has an error (Status: 400 Bad Request) 

Param name Data type Description 

err_code String Error code 

msg String Description of error 

- Example: 

 

7. GET THE INFORMATION OF CONFERENCE ROOM API 

7.1 RETRIEVE A COLLECTION OF CONFERENCE ROOMS 

- Use access token at Section 1.1 to call API. 

- URL: http://118.68.169.39:8899/api/conference_room/list 

- Content-Type: application/json 

- Method: GET 

- Input: 

Param name Data type Required Description 

access_token String Yes Token to be passed as a header 

pagination Integer Yes The pagination of paging 

pagesize Integer No The size of paging 

- Example: 

 
- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

pagination Integer The pagination of paging 

pagesize Integer The size of paging 

sort_by String Sort the records 

count Integer Count the returned records 

http://118.68.169.39:8899/api/conference_room/list
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rooms Array The information of Conference room: 

-id: id of Conference Room 

-extension_number: extension 

number for Conference Room 

-room_pin: PIN for conference room 

-admin_pin: PIN for admin of 

conference room 

-mode: AUDIO for audio conference 

room; VIDEO for video conference 

room 

-subject: subject of Conference 

Room 

-maximum_participants: the 

maximum number of participants 

allowed in the Conference Room 

- Example: 

 
- Output: In case has an error (Status: 400 Bad Request) 

Param name Data type Description 

err_code String Error code 

msg String Description of error 
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- Example: 

 

7.2 RETRIEVE CONFERENCE ROOM 

- Use access token at Section 1.1 to call API. 

- URL: http://118.68.169.39:8899/api/conference_room/show 

- Content-Type: application/json 

- Method: GET 

- Input: 

Param name Data type Required Description 

access_token String Yes Token to be passed as a header 

id Integer Yes 
The Conference Room’s ID, get 

from Section 6.1 

- Example: 

 
- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

id Integer The ID of Conference Room 

room_pin String PIN for the Conference Room 

outbound_caller_id String Outbound caller id of conference 

room 

extension_number String Extension number for Conference 

Room 

subject Integer Subject of Conference Room 

admin_pin String PIN for admin of the Conference 

Room 

Mode String AUDIO for audio conference room; 

VIDEO for video conference room 

max_participants Integer The maximum number of participants 

allowed in the room 

- Example: 

http://118.68.169.39:8899/api/conference_room/show
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- Output: In case has an error (Status: 400 Bad Request) 

Param name Data type Description 

err_code String Error code 

msg String Description of error 

- Example: 

 
7.3 RETRIEVE A COLLECTION OF CONFERENCE ROOM PARTICIPANTS 

- Use access token at Section 1.1 to call API. 

- URL: http://118.68.169.39:8899/api/conference_room/participants/list 

- Content-Type: application/json 

- Method: GET 

- Input: 

Param name Data type Required Description 

access_token String Yes Token to be passed as a header 

id Integer Yes 
The Conference Room’s ID, get 

from Section 6.1 

- Example: 

 

http://118.68.169.39:8899/api/conference_room/participants/list
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- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

count Integer Count the returned records 

participants Array The information of conference room 

participants: 

-participant: the phone number of 

participant 

-muted: indicates if participant is 

muted 

- Example: 

 
- Output: In case has an error (Status: 400 Bad Request) 

Param name Data type Description 

err_code String Error code 

msg String Description of error 

- Example: 

 

8. GET THE INFORMATION OF CONTACT API 

8.1 LIST CONTACT GROUPS 

- Use access token at Section 1.1 to call API. 

- URL: http://118.68.169.39:8899/api/contacts/group/list 

- Content-Type: application/json 

- Method: GET 

- Input: 

Param name Data type Required Description 

access_token String Yes Token to be passed as a header 

Pagination Integer Yes The pagination of paging 

pagesize Integer No The size of paging 

- Example: 

http://118.68.169.39:8899/api/contacts/group/list
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- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

pagination Integer The pagination of paging 

pagesize Integer The size of paging 

sort_by String Sort the records 

count Integer Count the returned record 

contactGroups Array The information of Contact Group: 

-id: id of Contact Group 

-count: the count of all group 

members 

-name: Contact Group’s name 

-description: description of Contact 

Group 

- Example: 

 
- Output: In case has an error (Status: 400 Bad Request) 

Param name Data type Description 

err_code String Error code 

msg String Description of error 

- Example: 

 

8.2 LIST A COLLECTION OF CONTACT 

- Use access token at Section 1.1 to call API. 
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- URL: http://118.68.169.39:8899/api/contacts/list 

- Content-Type: application/json 

- Method: GET 

- Input: 

Param name Data type Required Description 

access_token String Yes Token to be passed as a header 

pagination Integer Yes The pagination of paging 

pagesize Integer No The size of paging 

contact_grpid Integer Yes 
The Contact Group’s ID, get from 

Section 7.1 

- Example: 

 
- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

pagination Integer The pagination of paging 

pagesize Integer The size of paging 

sort_by String Sort the records 

count Integer Count the returned record 

contacts Array The information of Contacts: 

-id: unquie id of Contact 

-first_name: first name of Contact 

-last_name: last name of Contact 

-company: company of Contact 

-mobile_phone: phone number of 

contact 

-mobile_phone2: phone number of 

contact 

-home_phone: home number of 

contact 

-home_phone2: home number of 

contact 

-email: email of contact 

- Example: 

http://118.68.169.39:8899/api/contacts/list
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- Output: In case has an error (Status: 400 Bad Request) 

Param name Data type Description 

err_code String Error code 

msg String Description of error 

- Example: 

 

8.3 RETRIEVES THE SETTINGS OF AN CONTACT 

- Use access token at Section 1.1 to call API. 

- URL: http://118.68.169.39:8899/api/contacts/show 

- Content-Type: application/json 

- Method: GET 

- Input: 

Param name Data type Required Description 

access_token String Yes Token to be passed as a header 

id Integer Yes 
The Contact’s ID, get from 

Section 7.2 

- Example: 

http://118.68.169.39:8899/api/contacts/show
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- Output: In case successful (Status: 200 OK) 

Param name Data type Description 

id Integer Contact ID 

first_name String First name of contact 

last_name String Last name of contact 

company String Company of contact 

mobile_phone String Phone number of contact 

mobile_phone2 String Phone number of contact 

home_phone String Phone number of contact 

home_phone2 String Phone number of contact 

email String Email of contact 

- Example: 

 
- Output: In case has an error (Status: 400 Bad Request) 

Param name Data type Description 

err_code String Error code 

msg String Description of error 

- Example: 
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II. EVENT URL 
- Purpose: send extension activity details to 3rd server by of HTTP request in POST method (Webhook) 

including that: 

• Register Extension 

• Call from an Extension. 

• Call to an Extension. 

- To send the Extension events to 3rd server, follow the steps below: 

• Go to Profile > Event URL > Extension event of portal 

 

• At the Extension event, below options should be provided: 

o Authentication method: the authentication method used when sending request to third-

party server. Both HTTP Basic Authentication and HTTP Diget Authentication are 

supported. If authentication is not necessary, choose None. 

o Username: username used for authentication. 

o Password: password used for authentication. 

o Event URL: URL used for sending events to 3rd server, e.g. http:// 

www.clientserver.com/notification.php 

- Output 

Param name Data type Description 

call_id String Id of call 

callee String callee who answered the call 

caller String caller who started the call 

event_type String Status of call 

tenant_id String Id of tenant 

time String time (UTC) 

http://www.clientserver.com/notification.php
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- Example: 

 

 


